CRAFTON HI LLS COLLEGE

Course Qutline

1. Di sci pline: Conmput er Information Systens

2. Depart nment: I nformati on Technol ogi es

3. Course Title: Net wor k Tr oubl eshooti ng -G sco Senester VIII (G sco
Net wor ki ng Acadeny)

4. Course 1D s 147

5. Prerequisite(s): CS 144
Corequi site(s): none
Depart nment al recommendati ons(s): none

6. Senester Units: 3.5

7. M ni rum Senest er Hours:
Lecture: 48 Lab: 24 dinic: Fi el d:

8. Need for the Course:
The growi ng use of conputer networks, specifically Csco routers, has
i ncreased the demand for certified G sco Network Professionals. For this
reason busi ness peopl e, conputer professionals, personal users, as well as
our current students and high school students are requesting this course be
added to our curriculum This course applies to the Associate in Science
Degree as well as to the Certificate requirenents for Conputer Infornmation
Syst ens.

9. CGoal s for the Course:
Cl'S 147 enhances the CS discipline offerings by presenting a network
troubl eshooting G sco Senester VIII (G sco Networking Acadeny) course for
both the public sector and business. The addition of this course allows us to
bring a highly demanded technol ogy course to our program This course is
appropriate to the college’'s missioninthat it is part of a conprehensive
vocati onal education program | eading to enpl oynent and preparation for
transfer to a higher |evel of educational institution.

10. Cat al og Description
One of four courses in the Gsco Certified Network Professional (CCNP)
certification curriculum CCNP Senester VIII| focuses on devel oping the
advanced skills necessary for successfully troubl eshooting G sco routers and
Catal yst switches. Students are taught how to baseline and troubl eshoot an
envi ronnent using C sco routers and switches for multi-protocol client hosts
and servers connected with: Ethernet, Fast Ethernet, Token Ring, Serial,
Frame Relay, and/or ISDN BRI. Instruction, includes, but is not limted to,
CSl Layers 1, 2, and 3, TCP/IP, LAN switching, VLANs, Franme Rel ay, | SDN,
Appl etal k, Novell, |EGRP, OSPF, BGP. This course is designed to help prepare
students for the CCNP Support exam
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11. Schedul e Description

A hands-on course that focuses on advanced networKk-troubl eshooting tasks.
Students | earn how to baseline and troubl eshoot an environment using G sco
routers and switches for multi-protocol client hosts and servers connected
with: Ethernet, Fast Ethernet, Token Ring, Serial, Franme Relay, and/or |SDN
BRI. This is one of four courses in the CCNP certification sequence.

12. Entrance Skills:

A. Requisite Skills, upon entering students nust be able to:
1. Select and configure a scal able | P address solution (including route
sunmari zation) for a branch office environment, given a list of
speci fications.

2. Select and inplenent the technol ogi es necessary to redistribute between
and support rmultiple, advanced, IP routing protocols, given a network
speci fication.

3. Configure and test edge router connectivity (either single or multihoned
connection) into a BGP network, given a network specification.

4. Configure access lists, given a need to control access to devices and to
sel ectively reduce overhead traffic in the network.

5. Gven a specification containing rmultiple routed and routing protocols,
i mpl ement solutions in a | aboratory environment.

13. Course hjectives:
Upon successful conpletion of the course, students will be able
to:

A.  Select and inplement the technol ogi es necessary to identify and sol ve
problens in a | ocal area network.

B. Select and inplenment the technol ogi es necessary to identify and sol ve
problens in a w de area network.

C. Develop an action plan for solving conputer network trouble.

D. Gather facts, define problemw th VLANs, frane relays, |SDN, Appletalk,
Novel | | PX, and El GRP.

14. Representative Texts and Instructional Materials:
TEXTS:

Ci sco On-Line Course Materi al
(2000). Second Year Conpanion. G sco Press. Boston, MA

(2001). Engi neering Journal and Wrkbook, Volunme |, Second Edition.
Bost on, MA.

Lorenz, L., (2001), Ci sco Networking Acadeny Program Lab Conpanion: Lab
Conpani on, 2" Ed., San Jose, CA
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15. Course Content:

A. Troubl eshooti ng Met hodol ogi es
1. Course Introduction
a. Using a systematic troubl eshooting nethod
b. Compl exity of networks
c. OSl Model Review
d. Be prepared to troubl eshoot
2. Troubl eshooti ng Mdde
Pr obl em sol vi ng nodel
Defi ne the probl em
Gat her facts
Li st possi bl e probl ens
Devel op an action plan
I mpl ement the action plan
Cbserve the results
Repeat the process as necessary
Sol ve the problem

TFTe a0 oe

B. Protocol Overview
1. Legacy Media Types
a. Connection orientated services
b. Connecti onl ess services
c. OSl nodel
2. Layer 2 protocols
| EEE 802. 3
| EEE 802.5
| EEE 802. 2
FDDI
PPP
SDLC and deri vatives
X. 25
Frame rel ay
i. | SDN
3. Introduction to ATM
ATM swi t chi ng
ATM devi ces and interfaces
ATM cel | headers
ATM servi ces
ATM r ef er ence nodel
ATM addr essi ng
ATM connection types
LANE

TQ@Tro oo

TQToeoo o

C. Managenent and Di agnhostic Tool s
1. Ceneral Testing Equi pnent
a. Cable testers
b. Interface testing tools
c. Network monitors
d. Protocol analyzers
e. Network managenent systens
2. Network Managenent Software
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G sco Wrks

Net sys

Traffic D rector
VLAN Di rector
WAN Managenent

3. Router Diagnostic Comrands

T o

Overvi ew

Show buf fers command
Show i nt er f aces comand
Show control |l ers command
Show nmenory conmmand
Show processes conmand

4. Router Debuggi ng

5.

a.

b.
c.
d.

Debug conmands
Error nmessage | oggi ng
Error nessage formats

Syst em | oggi ng

Interaction with Techni cal Support

TeQo0oe

Working with technical support
Show ver si on command

Shot controll ers Cxbus command
Show st acks command

Show t ech- support conmmand
Core dunps

D. Troubl eshooting TCP/IP
1. TCP/IP Basics
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TCP/ I P Evol ution

TCP/ I P protocol stack (layer 3)
TCP/ 1 P addressi ng

| CWP

| RDP

TCP/ I P | ayer 4

TCP/ 1 P upper |ayers
Problemisolation in TCP/IP

TCP/ | P Di agnostic Tool s

TeQoop

Pi ng comrand

Ext ended pi ng conmand

Trace command

Privil eged Trace comrand
Common Tr ace

Comon probl ens and behavi ors

TCP/ | P show comands

TeQo0oe

Show i p access-list comand
Show i p arp comand

Show i p interface comrand
Show i p protocols comrand
Show i p route comrand

Show ip traffic comand

TCP/ | P debug comands

a.

b.
C.
Troubl eshooti ng a W ndows NT environnent
a. Troubl eshooting with Wndows NT
b.
C.

Debug ip icnp conmand
Debug i p packet conmmand
Debug arp conmand

W ndows browsi ng the network
Common TCP/ I P i ssues
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Sol utions to conmon probl ens
Verify reachability

Verify the path to a host (tracer)
W ndows arp cache

Narme resol ution in w ndows

Proxy services

TFTae e o

E. Troubl eshooti ng LAN Swi t ches
1. LAN Switch Hardware
a. Switch internal architecture
b. Switching technol ogi es
2. Spanning Tree and VLANS
a. STP review
b. VLAN frame tagging
c. VIP
d. Troubl eshooting VTP
3. Switch troubl eshooting tools
a. Ol
b. RMON and Swit chProbe
c. Troubl eshooting with LEDs
d. CDP
e. SPAN
4. Show commands to verify system settings
Show syst em comand
Show test comrand
Show i nterface command
Show | og comrand
Show MAC conmand
Show nodul e command
Show port comrand
5. Show commands for switch confi guration
Show confi g comrand
Show span comrand
Show trunk comrand
Show fl ash command
Show spantree comrand
Show VTP domai n comand
6. Catal yst synpt ons and probl ens
a. Problemisolation with swtches
b. Common synptons and probl ens
c. Solutions to comand probl ens

Q"0 oe

TeQoop

F. Troubl eshooti ng VLANS

1. VLAN Revi ew
a. VLANS on routed and sw tched networks
b. VLAN sw tching, Translation and routing
c. Router layer 2 translation function
d. 1 0S FastEt hernet troubl eshooting

2. VLAN Troubl eshooti ng
a. VLAN design issues
b. Router functionality

3. Router VLAN show and debug commands
a. Show VLAN
b. Show span
c. Debug VLAN packet
d. Debug span

4. Problemlsolation in VLAN networks
a. VLAN problemisolation
b. VLAN conmon synptons and probl ens
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c. Solutions to conmon VLAN probl ens

G Routing and Switching Processes
1. Overview of routing
a. Overview
b. The routing process
c. The router switching process

2. Switching paths
Process switching
Fast swi tching
Si | i con/ Aut ononous swi t chi ng
Opti mum swi t chi ng
Di stributed switching
Net f | ow swi t chi ng
3. Performance issues

a. Queui ng

. RED

TeQooe

b
c. Conpression
d. Filtering
e. Encryption
Accounti ng
eshooting the router
a. Process switching
b. System buffers
| nput / out put queues
d. Interface buffers

f.
4. Troubl
c.

H. Troubl eshooti ng Franme Rel ay
1. Troubl eshooting Framne-rel ay
a. Troubl eshooting frane rel ay
b. Frame relay frame format
c. Problemisolation in frame rel ay
d. Common probl ens/ synptons in franme rel ay
e. Solutions to conmon frane rel ay probl ens
2. Troubl eshooti ng comands
Show i nterface serial
Show frame-relay I M
Show frame-relay nap
Show frame-relay PVC
Debug serial interface
Debug frame-relay I M
Debug frame-relay events
Debug frame-rel ay packet

STQ@Teaoop

. Troubl eshooting | SDN
1. | SDN basic troubl eshooti ng

| SDN overvi ew
Problemisolation with | DSN
Conmon pr obl ens/ synpt ors | SDN
Sol utions to conmon | SDN probl ens
| SDN ref erence points
| SDN |'i ne fram ng
. BRI activation process
2. Troubl eshooti ng comuands

a. Show interfaces BRI comand

b. Show controllers BRI conmand

Q@™rea0opp
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c.
d.
e.

Shoe i sdn status command
Show di al er command
Show PPP mul tilink command

3. | SDN Debuggi ng

T o

J. Appl eTal k

Debug BRI conmmand
Debug | SDN @21 commrand
Debug PPP negoti ati on conmmand

Debug PPP aut henti cati on comand

Debug |1 SDN @31 conmand
Debug di al er conmmand

1. Appl eTal k Protocol overview

2. Confi

STQ T R0TR @ TR0 TR

Appl eTal k connecti on sequence
Appl eTal k | ayer 3

DDP

RTMP

NBP

Appl eTal k | ayer 4

Appl eTal k upper |ayers

uring Appl eTal k

Confi guration overvi ew
Enabl i ng Appl eTal k routing

Assi gni ng nonext ended addresses
Assi gning a cabl e range

Assi gni ng a zone nane
Configuration exanpl e

Tunnel i ng with Appl eTal k
Tunnel i ng exanpl e

3. Show comrands

TFTe e oe

4. Debug

Q@ rTPacop

Show Appl eTal k access-1i st
Show Appl eTal k adj acent -r out es
Show Appl eTal k ARP

Show Appl eTal k gl obal s

Show Appl eTal k interface

Show Appl eTal k name-cache
Show Appl eTal k route

Show Appl eTal k zone

Show Appl eTal k NBP

commnds

Debug Appl e ARP
Debug Appl e errors
Debug Appl e events
Debug Appl e NPB
Debug Appl e packet
Debug Appl e routing

Debug Apple zip

5. Problemlsolation with AppleTal k

a.

b. Common synpt ons/ probl ens i n Appl eTal k

C.

K. Novel |l 1PX
1. Novell
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Net War e protocol s
Net Var e connecti on sequence
Net Ware | ayer 3
Net Var e encapsul ati on
NLSP
Net Ware | ayer 4
Net Var e upper | ayers
2. Novell configuration
a. Routing Novell with ElGRP
b. Tunneling IPX traffic
c. Exanple
3. Show conmands
Show | PX EI GRP t opol ogy
Show | PX interface
Show | PX NLSP dat abase
Show | PX route
Show | PX servers
. Show IPX traffic
4. Debug commands
a. Debug | PX | PXWAN
b. Debug | PX packet
c. Debug IPX routing
d. Debug | PX sap
5. Problemisolation in Novell networks
a. Common synpt ons/ probl ens with Novel |
b. Solutions to comon probl ens

Q@ "o op

TeQaoop

L. Troubl eshooting El GRP
1. EIGRP neighbor stability
Show | P El GRP nei ghbors comand
Comon probl ens
Layer 1 issues
Hol ddown tinmer expiration
Too many retries
Manual configuration changes
Nei ghbor 1 oggi ng
. Layer 3 issues with EIGRP (masks and aut osummari zati on)
in Active
How does SI A occur?
Active process review
Common causes for SIA
Troubl eshooting SI A
Troubl eshooting the “active” part
Troubl eshooting the “stuck” part
. Preventative mai ntenance: Avoiding SIA
eshoot i ng comrands
Show | P ElI GRP t opol ogy
Event | og
Show | P El GRP events
Show | P EIGRP SI A
Debug | P El GRP nei ghbor
Debug I P EI GRP AS network nask
Debug | P El GRP
Debug ElI GRP packet

2. Stuc

3. Trou

se@eroooocpZaearoooop”TTQ@ P00 OTY

M Troubl eshooti ng OSPF
1. Monitoring OSPF

a. Monitoring overview

b. Show I P GSPF command
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2. Debuggi ng OSPF

When to debug

How t o use debuggi ng comands
Debug | P OSPF adj acency

Debug | P OSPF events

Debug | P OSPF packet

Debug 1P routing

reaooTp

Show | P CSPF i nterface command
Show | P OSPF border-routers
Show | P OSPF dat abase

Show | P GSPF nei ghbor

Show | P GSPF virtual -1inks

3. Loggi ng i nformation

TeQoop

4. Case Study

N. Troubl eshooti ng BGP
1. Monitoring BGP

System | oggi ng (SYSLOG
Confi guri ng SYSLOG

Data and time stanping

Loggi ng OSPF nei ghbor changes
Logging to the routers buffer
Logging to a SYSLOG server

a. Show | P BGP

b. Show I P BGP nei ghbor
c. Show | P BGP sumary
d. Debug I P BGP

e. Debug | P BGP updat es
f. BGP | oggi ng

2. Troubl eshooti ng Peer

negoti ati on

a. Peer establishnent process and comon probl ens
b. Troubl eshooti ng common probl ens

c. Using | oopbacks to nail

3. Troubl eshooti ng Routing updates

Qoo

@

Routi ng update rul es of BGP

Conmon pr obl ens

Tr oubl eshoot i ng steps

Troubl eshooting with an access |i st
Tr oubl eshooti ng sl ow conver gence

4. Route Sel ection
a. Route selections rules of BGP
Comon probl ens

b.
c. |ssue:
d

Best path keeps changi ng ( MED)

Communi ti es

down t he network

denonstrati ons

16. Met hods of Instruction:
The course will conbine |ecture, class discussion, conputer-aided
presentations, collaborative (group involvenent) work and conputer |ab
partici pation.
17. Assi gnnments and Met hods of Eval uati on:
Students will conplete a variety of exercises, projects, skill
and exami nati ons.
Proj ects and/ exer ci ses: 10 - 40%
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Exam nati ons: 30 - 50%
Lab work and skill denonstrations: 20 — 40%
Col | aborative G oup Wrk: 10 - 30%

18. Distributed Educati on Met hods: none
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